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1

1 INTRODUCTION
1.1

EXECUTIVE OVERVIEW
The Cloud Security Alliance (CSA) Security, Trust and Assurance Registry (STAR) program
is the industry’s leading trust mark for cloud security. The CSA Open Certification Framework (OCF) is a program for flexible, incremental and multi-layered CSP certifications according to the CSA’s industry leading security guidance. The OCF/STAR program comprises a global cloud computing assurance framework with a scope of capabilities, flexibility of
execution, and completeness of vision that far exceeds the risk and compliance objectives
of other security audit and certification programs.
OCF/STAR PROVIDES FOR:
Trusted Best Practices – Cloud Controls Matrix (CCM), CSA’s royalty free cloud security
control objectives catalog, the most widely used cloud security standard in the world.
Authoritative Repository – STAR Registry , a global repository of CSPs able to demonstrate
alignment with cloud security best practices.
Third-Party Assessment Organizations – An assessment organization strategy that allows
rapid onboarding of vetted auditing organizations, in lieu of a proprietary auditor network.
Graduated Assurance Levels – Ecosystem allows for self-assessment as well as third -party
assessment with maturity scoring, that enable support of any assurance requirement.
Framework Compatibility – Through mapping of external standards to CCM, mutual recognition agreements and other activities, STAR+OCF can accommodate a multitude of independently developed security standards and certification programs.
Industry Engagement – A global solution provider community that is actively developing
STAR-aware software products and consulting services.
Tools – Such as the CSA Governance, Risk and Compliance (GRC) Stack, and the CSA
STAR Watch application, which accelerates and simplifies cloud assurance.
This paper provides an introduction to OCF/STAR. It identifies some of the key issues
related to cloud security certification and defines near- and long-term activities that CSA is
pursuing.

1
2

https://cloudsecurityalliance.org/star/#_registry
https://cloudsecurityalliance.org/star/#_watch
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2
2

THE CSA STAR PROGRAM AND OPEN CERTIFICATION
FRAMEWORK
2.1

BACKGROUND
STAR was launched in 2011 with the objective to improve trust in the cloud market by
offering increased transparency and information security assurance.
STAR provides cloud stakeholders -- Cloud Service Customers (CSCs), Cloud Service
Providers (CSPs), Cloud Auditors, Cloud Brokers, etc. -- with a public repository where
CSPs may publish information about their security assessments relative to the CSA Cloud
Control Matrix (CCM) and CSA Consensus Assessment Initiative Questionnaire (CAIQ).
The CSA OCF Working Group (OCF WG) was launched in 2012 with an objective to develop the technical capabilities necessary to support OCF/STAR. An excerpt of the OCF WG’s
vision statement reads:
“The CSA OCF WG is an industry initiative to allow global, accredited, trusted certification
of cloud providers. It is a program for flexible, incremental and multi-layered cloud provider
certification according to CSA’s industry leading security guidance and control objectives.
The program integrates with popular third-party assessment and attestation statements
developed within the public accounting community to avoid duplication of effort and cost.
The CSA Open Certification provides:
A path for any region to address compliance concerns with trusted, global best practices.
For example, we expect governments and vertical industries to be heavy adopters of the
CSA OCF to layer their own unique requirements on top of the GRC Stack and provide
agile certification of public sector cloud usage.
An explicit guidance for providers on how to use GRC Stack tools for multiple certification
efforts. For example, scoping documentation will articulate the means by which a provider
may follow an ISO/IEC 27001 certification path that incorporates the CSA Cloud Controls
Matrix (CCM).
A “recognition scheme” that would allow CSA to support ISO, AICPA and potentially
others that incorporate CSA IP inside of their certifications/framework. CSA supports certify-once, use-often, where possible.

CSA aims to harmonize and simplify provider certifications, not complicate them.”
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2.2

OCF LEVELS
The OCF WG was tasked with defining the framework itself, as well as the certification
schemes to be included in the framework. It defined OCF as having three levels of trust
(see Figure 1):
LEVEL 1, SELF-ASSESSMENT: STAR Self-Assessment (currently implemented)
LEVEL 2, THIRD-PARTY ASSESSMENT: STAR Certification, STAR Attestation and C-STAR Assessment (currently implemented)
LEVEL 3, Continuous Monitoring / Auditing: STAR Continuous (under development)
Figure 1

https://cloudsecurityalliance.org/group/cloud-controls-matrix/
https://cloudsecurityalliance.org/group/consensus-assessments/
5
https://cloudsecurityalliance.org/download/ocf-vision-statement/
6
https://cloudsecurityalliance.org/star/
3
4
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RELATIONSHIP BETWEEN OCF LEVELS
From the “assurance” perspective, OCF Level 1 provides good-to-moderate assurance,
OCF Level 2 provides high assurance, and OCF Level 3 provides very high assurance.
From the “transparency” perspective, OCF Level 1 provides good transparency, OCF Level 2 provides low to high transparency, and OCF Level 3 provides very high transparency.
(See Figure 2)
Figure 2

+

2.3
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+

Notice that degrees of transparency offered by the three OCF levels do not necessarily
correspond to the three levels of assurance. For instance, OCF Level 1 could provide better transparency than OCF Level 2, since neither the STAR Certification nor STAR Attestation schemes require the organization to make its security controls publicly available.
CSA encourages organizations aiming to certify at OCF Level 2 to first self-assess at OCF
Level 1.

7
8

https://resilience.enisa.europa.eu/cloud-computing-certification
http://www.cloudwatchhub.eu/sites/default/files/CloudWATCH_Cloud_certification_guidelines_and_recom
mendations_March2015.pdf
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3
3

CLOUD CERTIFICATION: KEY SHORTCOMINGS

3.1

PROLIFERATION OF FRAMEWORKS
Since the launch of STAR in 2012, the cloud market has evolved and matured, and so
has the cloud audit and certification landscape.
Between 2012 and 2015, a number of the new cloud-related certification frameworks
have emerged. The European Union Agency for Network and Information Security
(ENISA), in collaboration with the Cloud Select Industry Group (C-SIG), has produced the
Cloud Certification Schemes List (CCSL), which provides an overview for a security certification scheme suitable for the European cloud market.
A similar effort has been made by the CloudWATCH Consortium, of which CSA is a
member. Its report titled Cloud Certification Guidelines and Recommendations analyzes
currently available security certification schemes for cloud computing. Fifteen options
have been identified, including national, regional and global, sector-specific, cloud-specific and generic certification schemes.
In the meantime both ISO 27018:2014 and 27017:2015 have been published. Although
still in draft form at the time of this writing, many early adopters are interested in showing compliance with these codes of practice.
Moreover, several countries have decided to develop their own national certification
schemes, with the purpose of creating a system for the accreditation of CSPs that want
to provide cloud services to their public administrations. First was the US with its Federal
Risk and Authorization Management (FedRAMP) standard, followed by the UK’s Government G-Cloud , then Singapore’s Multi-Tier Cloud Security (MTCS). More recently the
German Federal Office for Information Security (BSI) and the French Network and Information Security Agency (ANSSI) have developed schemes with the intention of creating
a French-German Label for cloud security. Other countries including Canada, Hong Kong,
Australia, Israel, Turkey and Slovenia are working on their own national schemes.

http://www.iso.org/iso/catalogue_detail.htm?csnumber=61498
http://www.iso.org/iso/catalogue_detail?csnumber=43757
11
https://aws.amazon.com/blogs/aws/aws-certification-update-iso-27017/
12
https://www.microsoft.com/en-us/TrustCenter/Compliance/ISO-IEC-27018
13
http://www.fedramp.gov
14
https://www.gov.uk/government/publications/g-cloud-security-accreditation-application
15
https://www.ida.gov.sg/Tech-Scene-News/ICT-Standards-and-Framework/MTCS-Certification-Scheme
16
http://www.pwc.de/de/pressemitteilungen/2015/cloud-computing-bsi-anforderungskatalog-fuer-cloud-anbieter-angekuendigt.html
17
http://www.ssi.gouv.fr
18
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/cloud-in-finance
9
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All of these national efforts share a common goal of simplifying the public sector procurement process by taking into account country-specific requirements. Although sensible on
the one hand, on the other hand it creates a barrier to entry for CSPs that cannot afford to
get certified by multiple countries.
This poses the question of how to delicately balance the need for countries to develop
their nation-specific certification schemes, with the needs of CSPs to manage their compliance costs. Both are arguably good for the customer.
3.2

LACK OF MEANS TO PROVIDE HIGHER LEVELS OF ASSURANCE AND TRANSPARENCY
Currently available certification schemes are based on either self-assessment or third-party assessment. They rely on approaches geared toward “point-in-time” vs. “period-of-time.” In the former approach, an auditor verifies that a given security control objective is met at a specific point-in-time (e.g., today). Examples of this include ISO 27001 and
CSA STAR Certification. In the latter approach, an auditor observes the effectiveness of
a control over a period of time (e.g., the preceding 12 months). Examples of this include
SSAE 16 SOC 2 Type 2 and CSA STAR Attestation.
While both approaches are generally deemed “good enough,” neither provides the high
assurance and high transparency required by cloud stakeholders having a high-risk profile
(e.g., organizations operating in critical sectors such as financial, healthcare and government). For instance, in the financial sector, as reported in a recent report produced by
CSA on behalf of ENISA titled Secure Use of Cloud Computing in the Finance Sector ,
there is considerable pressure from financial regulators to improve transparency in order
to provide adequate evidence about the security offered by CSPs. Financial regulators
consider “point-in-time” and “period-of-time” certifications as necessary, but insufficient,
conditions for demonstrating compliance. Therefore they are asking financial institutions
to adopt governance-risk-compliance (GRC) solutions that go beyond existing certifications.

3.3

LIMITED SCOPE: PRIVACY NOT ADEQUATELY TAKEN INTO ACCOUNT
Just as there is a wide range of cloud security certification schemes, there is also a wide
range of privacy seals/certifications currently offered. A study published in 2014 by
European Commission, titled EU Privacy Seals Project: Proposals and Evaluation of Policy
Options , examined 25 privacy-related certification schemes to assess their suitability to
fit the mandate set forth by the General Data Protection Reform (GDPR) on privacy seals.
It concluded, “Privacy seal schemes face a challenge in making legitimate claims about
complex behaviors and standards, and making these claims rapidly, transparently, accessibly and communicating these reassuringly.”
Moreover the report points out that “[C]ompliance with privacy and data protection law
is a challenge for organizations. The GDPR imposes a high legal standard for privacy and
data protection. Though the analyzed EU-based certification schemes tend to approximate
as best as possible the proposed GDPR requirements, unless guided effectively on how
to concretely incorporate the GDPR requirements as their standards or criteria, they might
fall short of what they can actually deliver through their schemes.”

https://ec.europa.eu/jrc/en/publication/eu-privacy-seals-project-proposals-and-evaluation-policy-op
tions-final-report-study-deliverable-44
20
http://www.cirrus-project.eu/content/draft-version-cirrus-green-paper-cloud-security
21
http://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf
22
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000D0520:EN:HTML
23
http://europa.eu/rapid/press-release_IP-16-216_en.htm
19
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The need of privacy compliance mechanism is also highlighted in the Green Paper on
Cloud Certification, Internationalization and Standardization in Cloud Security from the
European project CIRRUS.
Its merits pointing out here that in October 2015, the European Court of Justice declared
the EU Safe Harbour Act invalid and provided insufficient privacy protections for EU citizens. Safe Harbour, instituted between the EU and US in 2000, was essentially a self-certification program in which US companies could self-certify that they adhere to 7 privacy
principles :
1. Notice - An organization must inform individuals about the purposes for which it
collects and uses information about them, how to contact the organization with
any inquiries or complaints, the types of third parties to which it discloses the
information, and the choices and means the organization offers individuals for
limiting its use and disclosure.
2. Choice - An organization must offer individuals the opportunity to choose (opt out)
whether their personal information is (a) to be disclosed to a third party(2) or (b)
to be used for a purpose that is incompatible with the purpose(s) for which it was
originally collected or subsequently authorized by the individual.
3. Onward Transfer - To disclose information to a third party, organizations must
apply the Notice and Choice Principles.
4. Security - Organizations creating, maintaining, using or disseminating personal
information must take reasonable precautions to protect it from loss, misuse and
unauthorized access, disclosure, alteration and destruction.
5. Data Integrity - Consistent with the Principles, personal information must be relevant for the purposes for which it is to be used.
6. Access - Individuals must have access to personal information about them that an
organization holds and be able to correct, amend, or delete that information where
it is inaccurate
7. Enforcement - Effective privacy protection must include mechanisms for assuring
compliance with the Principles, recourse for individuals to whom the data relate
affected by non-compliance with the Principles, and consequences for the organization when the Principles are not followed.
In February 2016, the EU and US agreed upon a new framework for transatlantic data
flows, called the EU-US Privacy Shield. The new arrangement, still being drafted at the
time of this writing, will include the following new elements:
•

Strong obligations on companies handling Europeans’ personal data and robust
enforcement: U.S. companies wishing to import personal data from Europe will
need to commit to robust obligations on how personal data is processed and
individual rights are guaranteed. The Department of Commerce will monitor that

©2016 Cloud Security Alliance - All Rights Reserved.
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•

•

3.4

companies publish their commitments, which makes them enforceable under
U.S. law by the US. Federal Trade Commission. In addition, any company handling
human resources data from Europe has to commit to comply with decisions by
European DPAs.
Clear safeguards and transparency obligations on U.S. government access: For
the first time, the US has given the EU written assurances that the access of
public authorities for law enforcement and national security will be subject to clear
limitations, safeguards and oversight mechanisms. These exceptions must be
used only to the extent necessary and proportionate. The U.S. has ruled out indiscriminate mass surveillance on the personal data transferred to the US under the
new arrangement. To regularly monitor the functioning of the arrangement there
will be an annual joint review, which will also include the issue of national security access. The European Commission and the U.S. Department of Commerce
will conduct the review and invite national intelligence experts from the U.S. and
European Data Protection Authorities to it.
Effective protection of EU citizens’ rights with several redress possibilities: Any
citizen who considers that their data has been misused under the new arrangement will have several redress possibilities. Companies have deadlines to reply to
complaints. European DPAs can refer complaints to the Department of Commerce
and the Federal Trade Commission. In addition, Alternative Dispute resolution
will be free of charge. For complaints on possible access by national intelligence
authorities, a new Ombudsperson will be created.

LIMITED TRANSPARENCY
Lack of transparency into CSP operations remains one of the main barriers to cloud adoption. This is due to the fact that CSCs trade off a great measure of control in exchange for
financial benefit.
CSPs are paying increased attention to security compliance as the cloud market matures.
Nevertheless, demonstrating compliance does not equate to demonstrating transparency
about how they deliver their services.
Such a lack of transparency is a roadblock in situations where the CSC is accountable visà-vis privacy and financial regulatory obligations. As mentioned earlier, Financial Supervisory Authorities require banking institutions to gain a high degree of visibility into their
CSP’s operation in order to perform a proper risk assessment. Even STAR Certification
and STAR Attestation do not necessarily provide the requisite degree of transparency. The
aforementioned CloudWATCH Consortium report recommends to:
“Add transparency requirements in the procurement process. We recommend cloud customers, especially public administrations, to adopt a cloud selection process that favors
certifications/attestations that clearly support transparency. It is of particular importance
for a procurement officer to have a clear visibility on the details of technical standard(s)
on which the certification assessment is based. Knowing which technical controls are
included in a standard is the only way to understand if that technical framework, and the
certification scheme it is based on, is suitable to satisfy the technical requirements and
compliance needs of a certain organization. Furthermore, importance should be given to
the quality of the assessment/audit. This recommendation is mainly addressed to public
sector procurement offices, since they have the necessary negotiation power to demand
specific features and services.”

©2016 Cloud Security Alliance - All Rights Reserved.
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And also to:
“Introduce appropriate level of detail on information security approaches. We also recommend that Cloud Providers introduce more transparency in their information security
approaches. While we do not suggest an approach based on full disclosure, as we do
appreciate that in some cases this is not possible given the confidentiality of some information included in the assessment report, Cloud Providers should nevertheless be willing
to provide as much details as possible about the results of their certification assessment
reports”.
3.5

LACK OF MEANS TO STREAMLINE GRC
As compliance becomes a rising cost for CSPs, it also becomes a risking cost for CSCs.
One factor is the proliferation of the national and sector-specific standards and certifications. Another factor is the actual cost of assessments and re-assessments. CSPs, CSCs
and cloud auditors all require a means for simplifying -- and where possible automating
-- the collection of audit-related information.
Moreover, CSCs need cost-effective tools for comparing and contrasting offers by various
CSPs (they now number in the thousands). The tools must be able to “apples-to-apples”
comparisons for security SLAs, trust levels, transparency levels and other assurances
offered. Some tools are available that compare offerings in the Cloud Access Security
Brokers
(CASB) niche, but none of the tools can provide actual evidence-based
comparisons.

https://www.skyhighnetworks.com/cloud-access-security-broker/
https://www.netskope.com/only-netskope/
26
https://www.cloudlock.com
27
https://www.elastica.net
28
http://www.ciphercloud.com
29
https://palerra.com
30
https://www.cloudpassage.com
31
http://www.bitglass.com
32
https://www.bitsighttech.com
33
https://downloads.cloudsecurityalliance.org/membership/sponsorship/GRC-Stack_Sponsorship.pdf
24
25
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4

SOLUTION: THE CSA OCF/STAR PROGRAM

4.1

OCF VISION
CSA’s vision of OCF is to offer the cloud community a GRC solution that addresses the
many complex assurance and transparency requirements of cloud stakeholders.
The basic assumption behind the OCF multilayered certification scheme is that an organization with a low/moderate risk profile can meet its security assurance requirements by leveraging a self-assessment based certification, whereas an organization with a higher risk
exposure requires a third-party assessment based certification or a continuous monitoring
based certification.
In the vision document titled GRC Stack Research Sponsorship , CSA proposes “a recognition scheme,” “a path for any region to address compliance concerns with trusted,
global best practices,” and to “expect governments to […] layer their own unique requirements on top of the GRC Stack and provide agile certification of public sector cloud
usage.” It goes on to propose “explicit guidance for providers on how to use GRC Stack
tools for multiple certification efforts.”

4.2

MULTIPARTY RECOGNITION SCHEME: LEVERAGING CCM AND OCF/STAR AS
NORMALIZING FACTORS
CCM is the most widely adopted baseline cloud security controls framework. It is used by
CSCs, CSPs, governmental agencies, regulatory authorities and auditors around the world.
CCM can be used as-is, or it can be tailored to the needs to the organization adopting it.
Depending on the risk profile of the organization, CCM customizations will aim to either
simplify/reduce, or to extend, the number of applicable controls.
CCM can also be leveraged within national cloud security certification / accreditation efforts such as those mentioned earlier.
In response to the proliferation of certification schemes, CSA proposes two things:
1. Leverage CCM to normalize security controls objectives. CCM offers mappings
between dozens of national and sector-specific standards and highlights gaps

http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
http://status.aws.amazon.com/
36
http://azure.microsoft.com/en-us/status/
37
https://trust.salesforce.com/trust/status/
38
https://cloud.google.com/monitoring/api
34
35
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between them. The current CCM has been shown to meet most of, and in some
cases exceed, the requirements of other standards. Going forward, CCM will
continue to evolve and provide mappings with additional standards.
2. Use OCF/STAR as a global recognition framework. OCF/STAR provides a path to
reconcile national, regional and sector-specific certifications, and allow CSPs to
leverage audit results already achieved. The certification and attestation schemes
used in OCF Level 2 are a clear example of it; a company can leverage the work
invested in achieving ISO 27001 in order to obtain STAR Certification. Likewise it
will be done with any other scheme.
4.3

STAR CONTINUOUS: A CERTIFICATION SCHEME BASED ON CONTINUOUS MONITORING
As has been stated, high-risk cloud stakeholders require certifications schemes that
provide high assurance and high transparency. To date these are not forthcoming in the
market.
The best way to meet this need is through a continuous auditing and monitoring scheme
that overcomes the limitations of the current schemes. Such a continuous scheme would
need to:
•
•
•

Ensure that proper security controls are in place at any given point in time
Support automated verification that the controls are being met
Provide transparent visibility into the controls

CSA’s solution, STAR Continuous, meets and exceeds these needs. Furthermore, it can
be adapted to support current implementations that in the big picture do not fill the bill.
AWS Microsoft , SalesForce , and Google all offer web portals that provide CSCs with
information about some services attributes. There are other third-party services (e.g.,
CloudScreener) that provide independent benchmarking and comparison services. But
they all suffer the same problem: they provide very little visibility beyond the most basic of
attributes like availability and performance.
CSA is beginning to develop the components necessary to implement a continuous monitoring scheme for security. Details are provided in the Annexes.
4.4

CONTINUOUS MONITORING / AUDITING TARGET AUDIENCE
CSPs and private cloud owners are wise to use continuous monitoring/auditing based
certification to:
•
•

•

Support their approach to GRC
Provide CSCs and Regulators (Data Protection Authorities, National Financial
Supervisory Authorities, etc.) with independently validated information about the
effectiveness and efficiency of their approach to information security in a cloud
environment
Support CSCs with detailed, standardized and up-to-date information about the
implementation of relevant security controls

Regulators often consider third-party assessment certifications (e.g., STAR Certification,
STAR Attestation, ISO 27001, SSAE16 SOC 2) as necessary but insufficient conditions to
guarantee compliance with relevant regulatory requirements. Regulators, especially in the
Financial Sector, demand CSCs obtain from their CSPs sufficiently detailed and updated
information and evidences on the status of the implementation of their security controls.
©2016 Cloud Security Alliance - All Rights Reserved.
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4.5

INTEGRATING PRIVACY LEVEL AGREEMENTS CODE OF CONDUCT INTO THE STAR PROGRAM
A Privacy Level Agreement (PLA) offers a clear and effective way to communicate to
customers and potential customers the level of data protection offered by a CSP. Whereas
Service Level Agreements (“SLA”) are generally used to provide metrics and other information on the performance of the services, PLAs address information privacy and personal data protection practices.
PLAs are particularly useful when trans-border data flow issues apply. They can provide
CSPs with guidance on achieving a baseline of compliance with mandatory personal data
protection legislation within countries and member states like the EU that vigorously enforce privacy practices.
Adopting of a common structure or outline for PLAs will promote a powerful global standard. In support of this, CSA is developing a PLA Code of Conduct (CoC).

4.6

THE PRIVACY LEVEL AGREEMENT CODE OF CONDUCT
CSA’s Privacy Level Agreement Code of Conduct (CoC) will be a voluntary CoC based
on a PLA code of practice. Adherence to it will provide a reasonable expectation that the
service associated with the PLA is compliant to all relevant privacy legislation.
The PLA code of practice (hereafter, “PLA”) has the objective of defining the set of requirements necessary to comply with data protection legislation in a cloud environment.
It will be based on CSA’s Privacy Level Agreement Outline Version 2.
The policy, mechanism and processes for adhering to the PLA CoC are defined by the PLA
CoC Certification scheme. The scheme includes:
• Scope and objective of certification
• Auditing rules and mechanism
• The auditor qualification process
• The condition for revocation and complaint mechanism
• Certification fees

4.7

PLA COC CERTIFICATION SCHEME: INTEGRATION IN THE OCF/STAR PROGRAM
The PLA CoC Certification is the scheme that defines the objective, scope, rules, requirements and processes to certify compliance with the PLA Code of Conduct.
PLA CoC Certification will be based on two level of assurance: self-attestation and
third-party attestation.
With PLA Self-Attestation, the PLA is not reviewed by an independent third-party. The organization will undertake its own internal assessment of its privacy controls in good faith,
and then submit them to CSA for entry into the STAR Registry.
With PLA Certification will be based upon a qualified third-party assessment of the organization’s privacy controls.

4.8

POSSIBLE CHANGES OF THE RELATIONSHIP BETWEEN OCF LEVELS
The OCF WG is evaluating the possibility of requiring an organization to make OCF

39

https://cloudsecurityalliance.org/download/privacy-level-agreement-version-2/
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Level 1 attestation a prerequisite for OCF Level 2, and OCF Level 2 a prerequisite for
OCF Level 3.
Minimally, CSA is likely to use the STAR Registry to highlight organizations that achieve
Level 1 and Level 2, and potentially create a unique seal for this achievement.
4.9

FUNCTIONALITIES OF CSASTAR WATCH
The CSA STARWatch is a web-based Cloud GRC management tool. It is developed to help
organizations to manage the creation and implementation of their enterprise-wide cloud
security policies. STARWatch can be used as a knowledge management portal to help
keep cloud professionals and auditors aligned regarding the organization’s cloud security
posture
The current version of CSA STARWatch tool provides a way to streamline the collection of
audit information respective to the CAIQ and CCM. Additional features will be added for:
•
•
•
•
•
•
•
•

Automating the collection of CSC requirements
Implementing CloudAudit to streamline and increase the frequency of collecting
audit information
Creating CSC risk profiles
Mapping CSC requirements and risk profiles to suitable cloud offering
Provisioning of metrics to support the measurement of SLAs
Mapping CCM controls and PLA requirements to SLOs and Properties
Comparing services based on established requirements and risk profiles
Leveraging the Federated Certified Brokerage Platform developed by the Cloud
For Europe Project

What we mean by Continuous Monitoring
The concept of continuous monitoring is not new in the information security assessment
and auditing space. For instance, NIST Special Publication 800-137 defines “Information
security continuous monitoring (ISCM)” as “maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions.” FedRAMP and PCI-DSS both include references to continuous monitoring.
As NIST SP 800-37 Rev 1 explains,

40
41

http:/cloudaudit.org/
http://www.cloudforeurope.eu
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5
5

ANNEX 1: CONTINUOUS MONITORING AND
CONTINUOUS AUDITING

“An effective organization-wide continuous monitoring program includes:
•
•
•
•
•

Configuration management and control processes for organizational information
systems;
Security impact analyses on proposed or actual changes to organizational information systems and environments of operation;
Assessment of selected security controls (including system-specific, hybrid, and
common controls) based on the organization-defined continuous monitoring strategy;
Security status reporting to appropriate organizational officials; and
Active involvement by authorizing officials in the ongoing management of information system-related security risks.”

We propose an extended definition of continuous monitoring: The automated collection of
verified and up-to-date machine-readable information related to information security and
privacy compliance.
By “verified information” we mean that the data collected is validated either by a human
(e.g., during assessment or audit) or a machine (e.g., audit trails, event reports).
By “automated collection,” we mean that the data is collected through automated means.
The collection might result from human activity (e.g., drawing a conclusion) or machine
detection (e.g., detecting a sensor output).
By “up-to-date,” we mean that the data is collected at time intervals appropriate to the
data. The time intervals might be hours, days, or weeks, so long as they allow the right
actions to be taken at the right times. In some cases, the collection might happen in real-time.
What we mean by Continuous Auditing
As with continuous monitoring, the concept of “continuous auditing” is neither new nor
exclusive to the information security domain.
For instance, in the financial sector, continuous auditing has been widely used as an automatic method for performing auditing activities, such as control and risk assessments, on
a frequent basis.
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We define continuous auditing to mean the automated gathering of up-to-date machine
and/or human readable information related to information security and privacy compliance.
The difference between “continuous auditing” and “continuous monitoring” should be
noted. The former provides for the gathering of audit assertions (and possibly evidences),
while the latter provides for continuous verification that the assertions are true.
What to monitor and audit
In theory, continuous monitoring and continuous auditing are straightforward, but in
practice they are challenging (unless the data relates solely to uncomplicated metrics like
server availability or traffic throughput). In the field of security and privacy, the notion of
continuous monitoring has been applied both to high-level control objectives and lower-level objects (e.g., SLOs, performance indicators and security properties).
In the context of STAR Continuous, it is necessary to monitor both control objectives (e.g.,
CCM controls) and security attributes as they relate to SLOs. Different approaches can be
considered depending on the purpose of the monitoring and auditing.
A security SLO and the CCM control have a strong correlation. The security SLO proposed by CSA, in the context of ISO 19086-1 , ISO19086-4 and the EC C-SIG SLA Standardization Guidelines , has been directly derived from CCM controls.
Monitoring Control Objectives vs. Security Attributes
By nature, control objectives proposed in control frameworks such as the CCM or ISO
27002 are a mix of compliance, governance and technical aspects. As such, some control
objectives contain elements that cannot be assessed by automated means in a short timeframe, let alone on a continuous basis. For example, some control objectives in the CCM
refer to “documented procedures,” “applicable legal obligations,” or generic functional requirements such as “support forensic investigative capabilities.” These elements require
human assessment, and no automated process would be capable of monitoring their up
to the minute implementations.
Controls, as instantiations of control objectives into precise mechanisms and policies, lend
themselves better to continuous monitoring. Still, many controls contain elements that
require human evaluation.
When it comes to highly automated monitoring and auditing, often what can be monitored
and audited are individual characteristics of a control, or characteristics that show that a
control has failed.
In some cases the existence and effectiveness of a control can be inferred by checking
other similar controls or security attributes. For example, we might define a control that
requires a documented backup policy, which includes monthly testing of restorations in
line with a recovery point objective (RPO). We may not be able to monitor in an automated way that the documentation describing the policy is up-to-date, or that the technical
backup mechanisms are in alignment with the policy, but we could monitor in an automated way attributes of the technical backup mechanisms, such as restoration frequency,
success rate, simulated restoration point actual (RPA) and contrast it with the RPO so as
to infer that the technical mechanisms supporting the control are in place and operating
correctly.
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67545
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=68242
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Continuous monitoring applies more to the notion of security attributes, because of their
focused scope. Security attributes may include for example monthly uptime, encryption of
data in transit and at rest, key length, incident response time, data erasure quality, country
level anchoring, and so forth.
Not all security attributes can be represented by values associated with a standard of
measurement. Some attributes are declarative (e.g., a location); others are computational
(e.g., uptime); others are predictive (e.g., entropy); and others are descriptive (e.g., monthly uptime is correlated with monthly availability).
Continuous monitoring cannot always be applied directly to controls, and even less so to
control objectives. Rather, continuous monitoring can be applied to simpler characteristics
we refer to as attributes. In the scope of this work we monitor security attributes, but it
should be clear that monitoring applies to other attributes, such as performance. Monitoring security attributes can provide indirect, yet still valid, indications of the state of controls and requirements.
We consider continuous auditing as more applicable to controls, controls objectives and
security attributes.
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ANNEX 2: CLOUDAUDIT AND CLOUD TRUST PROTOCOL

CloudAudit and Cloud Trust Protocol (CTP) are key components of the CSA GRC Stack and
in particular OCF/STAR. They are meant to play many roles in organization’s (CSC, CSP or
Cloud Broker) information security risk management and governance program, including:
• Complement traditional assessments, audits and certifications
• Support Security Operations Center (SOC) operations
• Support incident response and management practices
CloudAudit
The goal of CloudAudit is to provide a common interface and namespace that allows
enterprises and CSPs who are interested in streamlining their audit processes through
the use of an open, extensible and secure interface and methodology. CloudAudit aims to
automate that which can be automated in an audit.
CloudAudit has been described in an Internet draft and is now part of the CSA GRC Stack.
To understand how CloudAudit works, first consider a CSP undergoing STAR Certification.
The applicable controls are included in the Statement of Applicability (SoA). The auditor
will verify, based on available evidence, that the controls are in place and that the process
around them is sufficiently mature, and then summarize the results in a report. CSCs
desiring to gain more visibility into the audit can then manually feed the results into a risk
analysis tool.
CloudAudit improves upon this manual process by presenting audit information through
a RESTful interface. For example, if a CSC wants to know more about the CSP cloudhosting.org’s control objective AIS-01 (as described in CCM V3.0.1 Domain 1: Application
& Interface Security), then the CSC could query a specific URL (e.g., http://cloudhosting.
org/.well known/cloudaudit/org/CSA/CCM/v3.0.1/AIS/01/manifest.xml). The query would
provide URLs to evidentiary documents (e.g., PDFs, spreadsheets).
Cloud Trust Protocol
CTP is a mechanism through which CSCs can obtain very specific security-related information about the services they use in the cloud. CTP promotes transparency and trust.
CTP complements traditional audits with continuous monitoring. It should be noted that
CTP does not define a monitoring technology, but rather a specification for one important
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aspect of a continuous monitoring technology.
As illustrated on the Figure 3, CSA proposes to build CTP as a standard interface through
which CSPs can continuously present well-defined metrics for a given time. How the
metrics are compiled is not defined by CTP.

Figure 3
The structuring element of CTP is not centered on compliance artifacts. Rather, it is centered on the security attributes linked to a particular resource (e.g., a service, API, database, etc.) that is part of a cloud service.
CTP can answer questions such as, “What are the audit assertions and evidences that
service X implements for control objective A1, on domain B, of framework C,” or “What
was the mean incident response time for incidents on the virtual machine provisioning
service of service Y in the last month?”
As with CloudAudit, CTP uses a RESTful paradigm. This means it can benefit from the
confidentiality and authentication mechanisms provided through SSL/TLS and other web
services security standards.
CTP and CloudAudit, both having RESTful interfaces, may seem like similar tools with the
same goals. In fact, they are quite distinct. CTP allows for constant monitoring of security
attributes, whereas CloudAudit allows for a standardized view of audit results.
CTP is work in progress. CSA has released the CloudTrust Protocol Data Model and API ,
and has developed an open-source prototype server implementing the API. However, CTP
currently lacks the definition of a catalogue of standardized security metrics. One avenue
being investigated is the model described in ISO 19086-2 .
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ANNEX 3: STAR CONTINUOUS

STAR Continuous will enable automation of the auditing, assessment, monitoring and certification of CSPs. CSA will be developing STAR Continuous specifications in close coordination with the CSP communities that are developing cloud security, auditing, monitoring
and management products.
STAR Continuous will be built upon the following CSA constructs:
•
•
•
•
•

Cloud Controls Matrix (CCM
Cloud Trust Protocol (CTP)
CloudAudit (A6)
Cloud Trust Work Group (CTWG)
Privacy Level Agreement (PLA)

This annex presents the near term implications of STAR Continuous, and possible future
implementations of continuous auditing.
Near-term implementation: STAR Continuous Auditing-based Self-Certification (SCAS)
As explained in Annex 2, the goal of CloudAudit is to provide a common interface and
namespace for security audit assertions. Information should be presented in a standardized directory structure and be made available through a RESTful interface.
STAR Continuous Auditing-based Self-Certification (SCAS) is meant to provide continuous
auditing over CCM controls. Adopting it is natural next step for CSPs undertaking OCF
Levels 1 or 2 audits.
SCAS will enable CSPs to dynamically report changes in their security controls. For instance, a CSP that has already earned STAR Certification might report a change in how a
particular control is implemented in between two point-in-time STAR Continuous audits.
CSA foresees 2 SCAS implementations:
•
•

SCAS1 will combine the static approach of STAR Self Assessment (OCF Level 1)
and the dynamic approach STAR Continuous (OCF Level 3)
SCAS2 will combine of a third-party audit certification/attestation (OCF Level 2)
the dynamic approach STAR Continuous (OCF Level 3)
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A fully developed version of SCAS will improve the STAR Registry, and will leverage the
work already accomplished by CSA through STARWatch and CloudAudit. It stands to dramatically streamline the collection of evidence during a STAR Certification audit.
CSA foresees a feasible implementation of SCAS in which a CSP could have its own website for publishing STAR Continuous audit assertions. The CSP could decide whether or
not to also publish the assertions through CSA.
It is conceivable that SCAS might make its way into OCF/STAR several years out.
Possible future implementation: STAR Continuous Monitoring-based Certification (SCMC)
The STAR Continuous Monitoring-based Certification (SCMC) represents an evolution of
the currently available security certification schemes. SCMC is meant to move away from
“point-in-time” and “period-of-time” audits, and embrace a continuous auditing approach.
The Cloud Trust Protocol is integral to SCMC.
CSA foresees the following for SCMC:
•
•
•
•
•
•

Defining security attributes for cloud services
Defining metrics for the identified attributes
Defining SLOs
Certification based on the requirements expressed in ISO 19086-3
CTP as the interface for presenting monitoring results
A monitoring results repository, hosted by one of the involved actors (i.e., CSA,
CSC, CSP, auditor, cloud broker)

As with SCAS, SCMC might make its way into OCF/STAR several years out.
Challenges facing CSA STAR Continuous
Some of the initial challenges in the definition and implementation of STAR Continuous
are related to the design of CTP and to the integrity of the data collected through it. The
challenges include the needs for:
•
•
•
•
•
•
•

Monitoring tools that are aware of security metrics, are transparent, and are interoperable
A means for linking security attributes to technical mechanisms, and in turn the
technical mechanisms to security controls
A means for monitoring up-to-date information about security attributes. For example, if there is a security attribute named “percentage of encrypted data” in a
resource, there must be a way to provide evidence of such a measurement.
CTP’s API and Data Model of CTP should be generic enough to address infrastructure as a service (IaaS), platform as a service (PaaS) and software as a service
(SaaS)
A means to guarantee the integrity and authenticity of audit logs and evidences
A means to guarantee the trustworthiness (e.g., authenticity of source) of security
attributes
Inclusion of a mechanism to obtain a meaningful comparison of CSPs based on
data provided by STAR Continuous
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