MITIGATING RISK FOR
CLOUD APPLICATIONS

MITIGATING RISK FOR CLOUD APPLICATIONS

© 2016 Cloud Security Alliance – All Rights Reserved

All rights reserved. You may download, store, display on your computer, view,
print, and link to the Cloud Security Alliance “MITIGATING RISK: For Cloud
Applications”

at

https://cloudsecurityalliance.org/download/mitigatingrisk,

subject to the following: (a) the Paper may be used solely for your personal,
informational, non-commercial use; (b) the Paper may not be modified or altered
in any way; (c) the Paper may not be redistributed; and (d) the trademark,
copyright or other notices may not be removed. You may quote portions of the
Paper as permitted by the Fair Use provisions of the United States Copyright
Act, provided that you attribute the portions to the Cloud Security Alliance
“MITIGATING RISK: For Cloud Applications”.

©2016 Cloud Security Alliance - All Rights Reserved.

2

MITIGATING RISK FOR CLOUD APPLICATIONS

AUTHORS

Hillary Baron
John Yeoh

EDITORS:

Luciano J.R. Santos
Rich Campagna
Salim Hafid

ABOUT THE CLOUD SECURITY ALLIANCE
The Cloud Security Alliance is a not-for-profit organization with a mission to
promote the use of best practices for providing security assurance within
Cloud Computing, and to provide education on the uses of Cloud Computing
to help secure all other forms of computing. The Cloud Security Alliance is
led by a broad coalition of industry practitioners, corporations, associations
and other key stakeholders. For further information, visit us at http://www.
cloudsecurityalliance.org and follow us on Twitter @cloudsa.
ABOUT BITGLASS
Bitglass’s Cloud Access Security Broker (CASB) solution provides enterprises
with end-to-end data protection from the cloud to the device. It deploys in
minutes and works with any cloud app on any device.
It enables enterprises to secure cloud apps like Office 365 and Salesforce, and
internal apps like Exchange and Sharepoint. Corporate data security policies can
be enforced across multiple cloud services. Mobile devices can be protected
without the hassles of MDM.
Bitglass was founded in 2013 by a team of industry veterans with a proven
track record of innovation and execution. Bitglass is based in Silicon Valley and
backed by venture capital from NEA, Norwest and Singtel Innov8. For further
information, visit us at http://www.bitglass.com and follow us on Twitter @
bitglass.
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EXECUTIVE SUMMARY
Enterprises in every industry are adopting cloud apps at an astounding
rate. As the development of Software as a Service (SaaS) offerings climb,
so does the adoption of SaaS applications. The SaaS segment is seeing a
steady growth of 19.7 percent over the ne xt 4 years and adoption is
expected to double. SaaS vendors are delivering on much hyped promises of
ease of deployment, improved productivity, and lower costs. More recently,
enterprises have begun to observe that major SaaS apps can be more secure
than their premises-based counterparts. Despite this progress, security
& compliance concerns revolving around inappropriate use or access of
sensitive cloud data continue to loom large, and questions over whether
cloud vendors have an obligation to cooperate with government add to the
uncertainty.
With several years of cloud adoption in organizations, approaches to security
have been evolving rapidly. To dig deeper into these concerns and the
controls being used to mitigate both sanctioned and unsanctioned cloud
security risks, the Cloud Security Alliance and Bitglass conducted a survey of
176 IT security leaders. Respondents revealed that visibility and control
remain major issues for many organizations. In fact, more than half do not
have adequate visibility and have experienced a security incident due to lack
of appropriate controls. Based off of our responses approximately 93 percent
of individuals are still concerned about shadow IT compared to this time last
year. On the topic of whether cloud vendors should be forced to cooperate
with government requests for data, just over half opposed to cooperation.
KEY FINDINGS:
•

Shadow IT still a concern, but few organizations are taking action - while
62 percent have written policies discouraging use of unsanctioned apps,
few have technical controls in place. 38 percent outright block
unsanctioned apps while just 29 percent use a proxy or firewall to
redirect users.

•

Public Cloud Adoption - 16 percent of the companies reported to not
using any SaaS apps Those who haven’t adopted public cloud have
similar perceptions of how public cloud will impact their ability to protect
corporate data, employee mobility and productivity, and IT security staff
size when compared to cloud adopters.

•

Most have experienced cloud security incidents - 59% of organizations
reported cloud security incidents related to unwanted external sharing
and 47% reported incidents involving access from unauthorized devices.

•

What happens in the cloud stays in the cloud - Cloud visibility is lacking
- 28% do not have access into user logins and 29% do not have audit logs. Even
more troubling, less than half (49%) know where and when sensitive
data is being downloaded from the cloud, though EMEA company (63%)
were significantly more likely to have visibility into file downloads than
companies in the Americas (40%).
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•

Split on government cooperation - 55 percent of security
professionalsbelieve that cloud app vendors should not be forced to
cooperatewith government by providing access to encrypted data.
Interestingly,64 percent of American respondents were opposed to
cooperation,compared to 42 percent of EMEA respondents. 15
percent of infosecprofessionals believe that cloud vendors should be
forced to buildbackdoor access for government agencies.

©2016 Cloud Security Alliance - All Rights Reserved.

6

MITIGATING RISK FOR CLOUD APPLICATIONS

CLOUD SECURITY INCIDENTS
WHICH OF THE FOLLOWING SECURITY ISSUES HAVE YOU ENCOUNTERED WITH
YOUR CLOUD APPLICATIONS?
One major benefit to cloud services is the accessibility and availability of
information. Companies are experiencing security pitfalls with improper
sharing and access. When asked what security issues they had encountered
with cloud applications 59 percent reported unwanted external sharing and
47 percent reported access from unauthorized devices. Cloud data synced to
lost/stolen devices, employees credential compromise, and malicious insiders
also reported to be problems, but received less than a third of votes (32%,
28%, 22% respectively).

WHICH OF THE FOLLOWING SECURITY ISSUES HAVE YOU ENCOUNTERED WITH YOUR
CLOUD APPLICATIONS?
0%

100%

59.3%

Unwanted external sharing

47.4%

Access from unauthorized devices
Cloud data synced to lost/stolen device

31.9%
28.9%

Employee credential compromise

22.2%

Malicious insiders
Other

8.9%

HOW CONCERNED ARE YOU ABOUT CLOUD APPLICATION VENDORS BEING
COMPROMISED?
Confidence in cloud vendors seems to be growing as concerns about the
cloud app vendors being compromised was mild. 67 percent of respondents
were moderately or not at all concerned about their cloud application vendors
being compromised yet 25% still prohibit cloud apps. Of those 25 percent,
82 percent have yet to deploy a CASB to have full visibility into their cloud
environment.
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WHAT ACTION DO YOU TAKE BECAUSE OF YOUR CONCERN ABOUT CLOUD APP
VENDORS BEING COMPROMISED?
When asked what actions they have taken due to that concern, 61 percent
reported they purchased from vendors that encrypt data at rest. About a
third of respondents indicated that they utilized third party cloud encryption
products (35%). However a quarter reported that they prohibit cloud apps and
17 percent reported that they did nothing.

WHAT ACTION DO YOU TAKE BECAUSE OF YOUR CONCERN ABOUT CLOUD APP VENDORS
BEING COMPROMISED?
0%

100%

Purchase from vendors that encrypt
data at rest

60.9%

Use third party cloud encryption
product(s)

35.1%
25.2%

Prohibit clouds apps
Nothing
Other

17.2%
13.2%
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COOPERATION WITH THE GOVERNMENT
SHOULD CLOUD APP VENDORS BE FORCED TO COOPERATE WITH GOVERNMENT
AND LAW ENFORCEMENT INVESTIGATION BY PROVIDING ACCESS TO ENCRYPTED
CLOUD DATA?
The majority of security professionals reported that cloud app vendors
shouldn’t be forced to cooperate with government and law enforcement
investigation by providing access to encrypted cloud data (55%). About a
third reported that they should (35%). Leaving 10 percent who reported they
didn’t care either way.
•

Companies in the Americas (64%) were significantly more likely to report
no than companies in EMEA (42%). Companies in the Americas (6%)
were also significantly less likely to report that they didn’t care compared
to companies in EMEA (19%)

SHOULD CLOUD APP VENDORS BE FORCED TO COOPERATE WITH GOVERNMENT AND LAW
ENFORCEMENT INVESTIGATIONS BY PROVIDING ACCESS TO ENCRYPTED CLOUD DATA?
0%

100%

35.0%

YES

55.0%

NO

10.0%

I Don’t Care

HOW FAR SHOULD CLOUD VENDORS BE FORCED TO GO?
Those who indicated that cloud application vendors should be forced to
cooperate with government were then asked how far cloud application
vendors should be forced to go to provide access to encrypted data. The
majority indicated that data that is readily available should be provided (43%).
About a third indicated that vendors should be forced to build capabilities to
decrypt data specifically for law enforcement purposes leaving 12 percent
who reported vendors should be forced to use government-mandated
encryption algorithms. The remaining 13 percent purposed other ideas such
as tracking the movement and location of the data.

HOW FAR SHOULD CLOUD VENDORS BE FORCED TO GO TO PROVIDE ACCESS TO
ENCRYPTED DATA?
0%

Data that is readily available
should be provided
Vendor should be forced to build capabilities
to decrypt data specifically for law
enforcement purposes
Vendors should be forced to use
government-mandated encryption algorithms

12.0%

Other (please specify)

13.0%

100%

43.0%
32.0%
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SAAS ADOPTION
HOW EXTENSIVELY HAVE YOU ADOPTED PUBLIC SAAS APPLICATIONS?
The largest portion of respondents reported that less than 50 percent of their
organizations applications were SaaS apps. Only 17% reported that more than
50 percent of their applications are public SaaS applications. This leaves 16
percent who haven’t adopted public SaaS applications at all and just 3 percent
who reported all of their applications are public SaaS apps.

HOW EXTENSIVELY HAVE YOU ADOPTED PUBLIC SAAS APPLICATIONS?
0%

100% Of our applications are public
SaaS apps
Greater than 50% of our applications
are public SaaS apps

3.0%
17.0%

Less than 50% of our applications
are SaaS apps
Not at all

100%

64%
16%
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THE STATE OF CLOUD VISIBILITY AND CONTROL
Visibility into an organization’s cloud environment is still an issue. Employees
are leveraging the easy deployment of SaaS applications for productivity and
collaboration benefits but use of these products can stretch beyond the sight
of IT departments. Known as Shadow IT, the monitoring and usage of these
services, including the company content, is undetected. In late 2014, CSA
observed only eight percent* of companies tracking shadow IT.
WHAT CLOUD ACTIVITIES DOES IT HAVE VISIBILITY INTO? (SELECT ALL THAT APPLY)
When asked what cloud activities IT has visibility into, the percentages varied
significantly. While 72% can track user logins and 71% have audit logs, less
than half (49%) have visibility into which files are downloaded and only 38%
have visibility into user location at download.
•

Companies in EMEA (63%) were significantly more likely to have visibility
into file downloads than companies the Americas (40%)

WHAT CLOUD ACTIVITIES DOES IT HAS VISIBILITY INTO? (SELECT ALL THAT APPLY)
0%

User logins

72.0%

Audit logs

71.0%

User locations

100%

49.0%

File downloads

38.0%

Other (please specify)

WHAT KIND OF SECURITY POLICIES ARE IN PLACE FOR SANCTIONED CLOUD
APPLICATIONS? (SELECT ALL THAT APPLY)
Security professionals reported the security policies in place at their
organizations for sanctioned cloud applications. The most common
responses were file sharing controls, data leakage prevention policies, and
IP address controls to force corporate network access (56%, 50% and
40% respectively). Forty percent also reported that they utilized cloud
encryption, 39 percent reported differentiated access controls for managed
vs unmanaged devices, and 32 percent utilize user behavior analytics and
suspicious activity detection. 13 percent reported that they had no such
security policies in place.
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•

Heavily regulated industries such as financial services (62%) were
significantly more likely to differentiate access control for managed vs
unmanaged devices compared to other industries combined (29%).

•

Companies in EMEA (56%) were significantly more likely to have
IP address controls to force corporate network access only than
Companies in the Americas (33%)

WHAT KIND OF SECURITY POLICIES ARE IN PLACE FOR SANCTIONED CLOUD
APPLICATIONS? (SELECT ALL THAT APPLY)
0%

56.0%

File sharing controls

49.5%

Data leakage prevention policies
IP address controls to force
corporate network access only

40.5%
39.9%

Cloud encryption
Differentiated access controls
for managed vs unmanaged


39.3%

User behavior analytics and
suspicious activity detection

31.5%
13.1%

None
Other

100%

3.6%
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SHADOW IT
IS SHADOW IT MORE OR LESS OF A CONCERN FOR YOUR ORGANIZATION VERSUS
THIS TIME LAST YEAR?
Shadow IT is still a major concern for respondents, perhaps due to the lack
of visibility and small percentage of companies that are tracking it. Seventynine percent of respondents are still just as concerned or more concerned
about Shadow IT than last year. The majority of security professionals are as
concerned today about shadow IT as they were last year (49%). Another large
portion are more concerned than last year (30%). A smaller percentage are
less concerned or were never concerned (13%, 8% respectively).

IS SHADOW IT MORE OR LESS OF A CONCERN FOR YOUR ORGANIZATION VERSUS THIS
TIME LAST YEAR?
0%

100%

About the same concern as last year.

48.5%

More concerned than last year.
Less concerned than
last year.
Never concerned - this year
or last year.

30.2%
13.0%
8.3%

©2016 Cloud Security Alliance - All Rights Reserved.

13

MITIGATING RISK FOR CLOUD APPLICATIONS
WHAT TYPES OF POLICIES (IF ANY) ARE YOU USING WITH REGARDS TO SHADOW
IT? (SELECT ALL THAT APPLY)
Companies shared interest in either being able to discover their Shadow IT
apps and support them or to purchase sanctioned apps for their employees.
Several companies also want some granular control over unsanctioned and
sanctioned app capabilities. When security professionals were asked what
types of policies they were using to prevent Shadow IT, 62 percent said they
were using written policies, 43 percent actively encourage the use of
sanctioned versions of an app, 38 percent block unwanted cloud apps, and
29 percent redirected users via firewalls or proxies to sanctioned versions of
the app. Surprisingly, 14 percent reported they were doing nothing.
•

Technology companies (48%) were significantly more likely to redirect via
firewalls or proxies than financial service companies (19%)

WHAT TYPES OF POLICIES (IF ANY) ARE YOU USING WITH REGARDS TO SHADOW IT?
(SELECT ALL THAT APPLY)
0%

62.0%

Written policies
Encourage use of sanctioned
versions of an app

43.0%
38.0%

Blocking unwanted cloud apps
Redirect via firewall or proxies to
sanctioned versions of the app
None

100%

29.0%
19.0%

Other
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CLOUD ACCESS SECURITY BROKERS
(CASB) ON THE RISE
WHAT ARE YOUR CASB PLANS?
As cloud security remains a concern, organizations are looking to improve
visibility and control for unsanctioned and sanctioned apps. The ability to
monitor data activity and enforce policies across multiple apps
with CASBs will play a large role. CASBs are on-premises, or cloud-based
security policy enforcement points, placed between cloud service consumers
and cloud service providers to combine and interject enterprise security
policies as the cloud-based resources are accessed. 60 percent of security
professionals have already deployed or plan to deploy a CASB. Gartner
expects CASB deployments will grow rapidly in the next few years, to 85%
of large enterprises by 2020. 28 percent reported they had plans to deploy
sometime after 2016. The remaining respondents have already deployed
(16%) or are planning to deploy (16%) during 2016. Interestingly, CASB
adopters are as concerned about Shadow IT as those not using such services
(76% to 79%). Discovery of cloud and SaaS usage is likely to play into CASB
adoption as earlier CSA surveys showed a large difference between
expected and actual used cloud applications. Only one CASB adopter
reported having no Shadow IT policies compared to 14 percent of non-CASB
adopters. Technology companies (30%) were much more likely to have
already deployed a CASB compared to companies in other industries.

WHAT ARE YOUR CLOUD ACCESS SECURITY BROKER PLANS?
0%

Already deployed

16.0%

Plan to deploy during 2016

16.0%

Plan to deploy after 2016
No plans to deploy
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WHICH CLOUD ACCESS SECURITY BROKER (CASB) FEATURE IS MOST IMPORTANT
TO YOUR CLOUD SECURITY/COMPLIANCE GOALS?
Data leakage prevention was the most important CASB feature for 32 percent
of respondents, followed by controlling access from unmanaged devices
(20%). The majority want to address concerns around user or operator error,
in addition to deliberate or malicious activities. User behavior analytics and
control, cloud encryption, and control over external sharing were also
important features for some.

WHICH CASB FEATURE IS MOST IMPORTANT TO YOUR CLOUD SECURITY GOALS?
0%

31.8%

Data leakage prevention
Controlling access from unmanaged
devices

19.9%

User behavior analytics and control

15.2%
14.6%

Cloud encryption
Control over external sharing
Other (please specify)

100%

13.2%
5.3%
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DEMOGRAPHICS AND METHODOLOGY
The survey questions were developed by collaborators from Bitglass and the
Cloud Security Alliance (CSA). CSA exercised final editing rights of the survey
questions before distribution to the public. Data analysis and final edits were
conducted by CSA with the final report authored by the CSA and Bitglass.
One hundred and seventy-six IT and IT security professionals responded
to the survey spanning across multiple countries and industry verticals and
representing multiple job levels and company sizes.

WHICH BEST DESCRIBES THE SIZE OF YOUR COMPANY?
0%
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WHAT IS YOUR ORGANIZATION’S INDUSTRY?
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Technology
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Transportation
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100%
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WHAT IS YOUR LEVEL OF RESPONSIBILITY?
0%

100%

18.0%

C-level/Executive

50.0%

Manager
Staff

32.0%

WHAT REGION OF THE WORLD DO YOU RESIDE IN?
US, Great Britain, Canada, Australia, and India were most common

58%

AMERICAS

24%
EMEA
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