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About Cloud Security Alliance
The Cloud Security Alliance (CSA) is the world's leading organization dedicated to defining
and raising awareness of best practices to help ensure a secure cloud computing
environment. CSA harnesses the subject matter expertise of industry practitioners,
associations, governments, and its corporate and individual members to offer cloud securityspecific research, education, certification, events and products. CSA's activities, knowledge
and extensive network benefit the entire community impacted by cloud—from providers
and customers, to governments, entrepreneurs and the assurance industry—while providing
a forum through which diverse parties can work together to create and maintain a trusted
cloud ecosystem.

© 2018 Cloud Security Alliance – All Rights Reserved. You may download, store, display on
your computer, view, print, and link to Cloud Adoption in the Malaysian FSI Sector: Survey
Report subject to the following: (a) the Document may be used solely for your personal,
informational, non-commercial use; (b) the Report may not be modified or altered in any way;
(c) the Document may not be redistributed; and (d) the trademark, copyright or other notices
may not be removed. You may quote portions of the Document as permitted by the Fair Use
provisions of the United States Copyright Act, provided that you attribute the portions to the
Cloud Adoption in the Malaysian FSI Sector: Survey Report.
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Executive Summary
Cloud Computing is a new paradigm in computing that offers its users many advantages,
such as cost savings, agility, elasticity and shorter time to market. Cloud adoption has made
much progress, albeit at different rates in various industry sectors and countries because of
assorted factors and impediments.
For this report, the CSA turns its attention to Malaysia, a country that already has numerous
hard and soft infrastructures that support cloud adoption. The “Cloud Adoption in the
Malaysian Financial Services Industry (FSI) sector” survey was undertaken by CSA to
understand and evaluate cloud adoption trends and concerns in the FSI in that country.
The main topics discussed in the survey include:
Ÿ What are the key concerns for FSI sector using the cloud?
Ÿ What are their concerns about Cloud Service Providers (CSPs)?
Ÿ What are the results of identified concerns?
Ÿ What services are expected from CSPs?
Ÿ What measures are used to address cloud security concerns?
The survey was conducted via an online questionnaire over a two-month period, running
from September to October 2017. The survey invitation was sent to 27 commercial banks
through the office of the Association of Banks in Malaysia (ABM), which elicited 17 responses
(63% response rate).
This CSA effort was undertaken to understand the state of cloud adoption in Malaysia, and to
identify obstacles (if any) that may impede adoption by the Malaysian FSI sector. The
following provides a summary of the survey results.
1. 64.7% of the Malaysian FSI sector surveyed said they are developing a cloud strategy, while
17.6% have already developed a cloud strategy. The remaining 17.6% have a strict no-cloud
policy.
2. 23.5% of respondents mentioned that no cloud service data security and compliance
regulations are established in their organization, while just 11.7% mentioned their
organizations have some form of cloud service data security and compliance management.
This implies that more than half of the respondents do not feel the need to define a strategy to
address cloud service data security and compliance regulations within their respective
organizations. Though a 2016 Asia Cloud Computing Association (ACCA) study conveyed that
the Malaysian government has enacted strong e-government plans to promote the use of
technology within the public sector1(refer to Appendix A-Chart 1), the study also identified
regulatory limitations that need to be addressed. This includes the need to plan and
accelerate the publishing of progressive guidelines for FSI sector, which would allow said
companies to reap the benefits of the cloud while maintaining regulatory compliance2.

1
2

Asia Cloud Computing Association | Cloud Readiness Index 2016
“Cloud First Strategy to be introduced to National Agenda.” Bernama, 19 October 2017
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3. When choosing a CSP, the majority of survey respondents attached considerable
importance to the adherence of CSPs to international standards, such as International
Organization for Standardization (ISO) 27001:2005/2013. The relevance of ISO to FSI is the
same as other CSP certifications and, while not specifically relevant to FSI, can be indicative of
the application of industry best practices. The FSI sector should also take into consideration
Service Organization Control Reporting, ISO 223013 and CSA STAR4. Service Organization
Control Reporting is the same as the Service Organization Control (SOC) Standards for
Attestation Engagements (SSAE) 16 Reporting Standard. The latter is considered as SOC 2
while WebTrust/SysTrust5 are considered as SOC 3 reports6. It should be noted that the only
FSI-relevant standard would be the Payment Card Industry Data Security Standard (PCI DSS)7.
This observation suggests there is a need for certification to be an important benchmark for
CSPs, and certifications can be used as a measure and demonstration of a CSP's compliance
with industry standards.
4. 52.9% of study respondents said the top cloud threat to their organization is a lack of
security management leadership. There is a perceived shortage of necessary knowledge to
properly address cloud security challenges, with some organizations citing that
management tasked with security responsibilities were often unaware when cloud threats
even occurred. When there is a lack of emphasis on cloud service regulations and
requirements by an organization, it is almost a direct indication that C-level management will
do little to prioritize related initiatives. Organizations in this situation should seek help from
cloud security technology experts who can help bridge security gaps.
5. Due to a lack of senior-level commitment, 58.8% of all cloud computing and cybersecurity
professionals indicated they have never participated in nor organized any training initiatives
related to cloud application development or cloud security. It is important for organizations
to recognize the need for cloud security skills training and certifications, and this can only be
effective when prioritized and initiated in a top-down manner.
8

Providing further context for this report was the separate 2016 study by ACCA (mentioned
previously), which praised Malaysia for having the best cybersecurity measures in the region
and the second-most sophisticated business environment. That study also highlighted areas
for improvement, such as relative shortcomings associated with physical infrastructure,
international connectivity and data center risks.
Effective implementation of a “Cloud First” strategy recently announced by Malaysia's former
Prime Minister would enable the government to rapidly deliver innovative public-sector
services without incurring a high level of debt. Targeted investment in information technology
(IT) infrastructures may include the development of data centers, servers and storage, which
would in turn facilitate the adoption of cloud in the private sector9.
3

ISO 22301- International Organization for Standardization
CSA STAR - Security, Trust & Assurance Registry
5
WebTrust/SysTrust
6
SOC3 - Service Organization Control
7
PCI DSS - Payment Card Industry Data Security Standard
8
Asia Cloud Computing Association | Cloud Readiness Index 2016
9
“Cloud First Strategy to be introduced to National Agenda.” Bernama, 19 October 2017
4
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Introduction
The cloud is perceived as the destination of an organization's journey to digital transformation,
and the benefits for enterprises making the transition are clear: increased potential
opportunities for business agility, improved data availability, enhanced collaboration and cost
reductions.
In today's digital ecosystem, organizations that do not evolve fast enough will be less
successful as they face disruptions in their respective industries from new entrants and
overseas providers as well as, in many instances non-traditional banking services.
According to ACCA's Cloud Readiness Index (CRI) 2016, Malaysia holds the No. 8 ranking for
effective cloud conversion preparedness. As stated in the report: “It is on the cusp of becoming
part of global elite in terms of cloud readiness. Malaysia's robust institutional frameworks and
soft infrastructure is on par with the top-ranked countries. ”
According to the report, “Malaysia is ranked as having the best cybersecurity measures in the
region and the second-most sophisticated business environment. However, relatively lacking
physical infrastructure means Malaysia retains its eighth position from CRI 2012 and CRI 2014.
Malaysia drops six positions in terms of international connectivity and five positions on data
10
center risk.” (Refer to Appendix A - Table 1)

10

Asia Cloud Computing Association | Cloud Readiness Index 2016
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Cloud Adoption in the Malaysian FSI sector
Organizational IT Spending vs. Past Organizational Average Annual Revenue
During the past three years, your organization's spending on IT is equivalent to what percentage
of your organization's gross annual revenue?

58.82%

60%

40%

20%

17.65%
11.76%

11.76%

0%

Less than 5

5 - 10

10 - 15

20 - 25

58.8% of the survey's respondents said their organizations spent between 5-10% of their
average annual revenues on IT-related expenditures. Another 17.7% said IT spending was less
than 5% of average annual revenues, while 11.8% calculated IT spending levels at between
20-25%.

Priorities in IT Strategy Roadmap
Will your organization consider prioritizing the following in your IT strategy roadmap?
Strengthen information security management
Speed up product development and delivery
Enhance performance of IT operation and
maintenance, reduce impact on business
Update or improve data backup,
data replication and disaster recovery technology
Lower one-time spending and operating cost
Improve office efficiency
Update or expand IT system of distributor / branch
0

1

2

3

4

5

FSI sector was asked to prioritize a variety of choices related to the development of an IT
strategy roadmap. Based on the results, organizations reported that they thought it was most
important to prioritize efforts related to strengthening information security management.
Conversely, activities related to updating or expanding IT systems of the distributor/branch
were deemed the least important.
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Organizational Approach to Cloud Computing
Which of the following best describes your organization's approach to cloud computing?
5.88%

17.65%
We have a strict no-cloud policy

11.76%

We are developing a cloud strategy, but not included
in the overall IT or business strategic planning
We are developing a cloud strategy, and included
in the overall IT or business strategic planning
We have developed a cloud strategy, but not included
in the overall IT or business strategic planning
We have developed a cloud strategy, and included
in the overall IT or business strategic planning
29.41%

35.29%

Approximately 64.7% of the FSI sector cited in the Malaysian survey said they are developing
a cloud strategy. From that total, just 17.7% have developed a cloud strategy, and 17.7% said
they have adopted a strict no-cloud policy.

What are the reasons your organization does not use the cloud?
High security risk

58.82%

Compliance requirements are not met

52.94%

Do not trust the provider’s services,
including security, performance, etc.

35.29%

Other (please specify)

29.41%

No business requirement

23.53%

Lack of qualified personnel and skills

17.65%

Difficult to integrate with traditional IT
architecture and application

11.76%

Low availability

5.88%
0%

10%

20%

30%

40%

50%

60%

70%

Security is arguably the biggest concern many large organizations face. Results from the
survey only bolster that notion, as respondents cited “high-security risks” as the top factor
considered when choosing not to utilize the cloud (58.8%). Another reason for avoiding
migration: unfulfilled compliance requirements by CSPs, which may be the result of the
complexities encountered adhering to strict standards in Malaysia's FSI sector.
Organizations also cited a general lack of trust in provider services, including security and
performance.
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Current Cloud Service Usage

Which of the following best suits your organization’s current cloud service usage?

Platform as a Service (PaaS)

35.29%

Software as a Service (SaaS)

17.65%

23.53%

10%

NOT CONSIDERING

17.65%

17.65%

20%

30%

40%

DISCUSSING

50%

TESTING

17.65%

11.76%

17.65%

47.60%

23.53%

0%

11.76%

60%

70%

80%

IMPLEMENTING

11.76%

90%

5.88%

35.29%

5.88%

Infrastructure as a Service (IaaS)

100%

DEPLOYED

For survey respondents using the cloud, most said they have deployed it utilizing the
Infrastructure as a Service (IaaS) model (17.7%), followed by Platform as a Service (PaaS)
(11.8 %) and finally Software as a Service (SaaS) (5.9%).
Additional survey responses suggest the SaaS model is positioned to have the highest
increase in potential future usage, as more than 47.0% of organizations described themselves
as being in a “discussion” phase for moving applications to the cloud. These included
programs related to e-mail and communications, data analysis and intelligence, big data
services and enterprise resource planning (ERP).
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Future Adoption Trends
In the next 12 months what is the percentage of your organization's applications that
will be in the cloud?
5.88%
0 - 10%

11.76%
11 - 25%
51 - 75%

82.35%

The majority of survey respondents (82.4%) indicated they will migrate a maximum of 10 % of
their organization's applications to the cloud in the next 12 months. Another 11.8% of
organizations plan to place between 11-25% of their applications in the cloud, while no
organizations said they would migrate more than 90% of their applications.

Type of Cloud Deployment Models Used / Planning to be Used
Which cloud deployment model is your organization using or planning to use?
90%

82.35%

80%
70%
60%
50%
40%

29.41%
30%

29.41%
17.65%

20%

5.88%

10%
0%
Private cloud
(Cloud infrastructure that is
provisioned for exclusive use
by a single organization or an
individual)

Public cloud
(Cloud infrastructure that is openly
used by the general public. It may
be owned, managed, and operated
by a business, academic, or
government organization, or some
combination of them.)

Hybrid cloud
(Cloud infrastructure
that is a composition
of two or more
distinct cloud
infrastructures.)

Other
(please
specify)

Community cloud
(Cloud infrastructure that is for exclusive
use by a specific community of consumers
from organizations that have shared
concerns. It may be owned, managed, and
operated by one or more of the
organizations in the community, a third
party, or some combination of them, and it
may exist on or off premises.)
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Of organizations using or planning to use cloud deployment models, most have chosen
private cloud services (82.4%), followed by public (29.4%), hybrid (29.4%) and community
cloud services (5.9%).

Cloud Deployment Models vs. Security Classifications
Under existing/developing policies or procedures, how does your organization classify the usage
of cloud deployment model for different security classification?

Top Secret

12

Secret

12

Limited

1

10

Internal Use

1

1

2

Public

11

6

0

2

PUBLIC CLOUD

1

4

6

4

6

8

COMMUNITY CLOUD

10

3

12

14

PRIVATE CLOUD

16

18

20

HYBRID CLOUD

The graph above shows the adoption percentages between different cloud deployment
models, as well as their corresponding security classifications. The results indicate that a
significant number of FSI sector in Malaysia are using private cloud services as compared to
public or hybrid cloud options.
Data with top secret, secret and limited classifications tend to be hosted in private clouds. For
data in the internal use and public classifications categories, several respondents stated they
are prepared to consider community cloud, public cloud, and/or hybrid cloud services.

Cloud Adoption in the Malaysian FSI Sector: Survey Report

Page 11

Importance of Cloud Adoption
Please rank the following in order of importance with regards to cloud adoption in your
organization?
100%

5.88%

5.88%

5.88%

5.88%
11.76%

11.76%

90%

11.76%

23.53%
5.88%

80%

11.76%

11.76%
17.65%

5.88%

11.76%
5.88%

17.65%

11.76%
17.65%

5.88%

5.88%
23.53%
5.88%

5.88%

70%

11.76%
17.65%

11.76%

29.41%
17.65%

5.88%

60%

17.65%

23.53%

5.88%

11.76%

50%

29.41%

5.88%

23.53%

23.53%

11.76%
5.88%

17.65%

17.65%
23.53%
5.88%

5.88%

5.88%

11.76%

11.76%

23.53%

30%

23.53%

11.76%

40%

11.76%
11.76%

17.65%
11.76%

11.76%

11.76%
5.88%

5.88%

5.88%
11.76%

5.88%

20%

5.88%
11.76%

11.76%

11.76%

11.76%

29.41%
11.76%

10%

23.53%

23.53%
11.76%

11.76%

11.76%

5.88%

0%

11.76%

17.65%
11.76%

1
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5.88%
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Lower one-time spending and operating cost

Use and allocate on demand. Easy to expand, increase agility

Secure data storage (disaster recovery)

Professional provider which delivers better and more stable services

Big data management and deep data mining

Accelerating product time to market

Accelerate the establishment of new innovative business

Simplify internal process, reduce management burden

More convenient, able to access and monitor anytime, anywhere

Increase IT management transparency (e.g. expenditure and performance)

Reduced one-time spending and operating costs were determined to be the top factors for
cloud adoption by organizations, followed by secure data storage (disaster recovery), big data
management and deep data mining capabilities. Working with professional cloud providers
to deliver better, more stable service was also deemed important, as was the ability to
accelerate product time to market.
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Risks and Challenges
Concerns for Cloud Adoption
What will be your main concern while using the cloud?

Data security and
confidentiality issues
Policies and regulations issues
The need to consider quality and
credibility of cloud provider
Difficulty and cost on
moving into cloud platform
Compatibility and interoperability
with current systems
Single provider solution
(vendor lock-in)
Performance issues
Cloud is not stable on supporting
the business requirements
Lack of convincing business use cases

According to survey respondents, potential issues related to data security and confidentiality
followed closely by investment policies and regulations were deemed to cause the most
concern regarding cloud usage. The challenges associated with securing a quality, credible
cloud provider also ranked highly. At the opposite end of the spectrum, respondents in the FSI
sector stated they were least concerned with the inability to provide convincing business
uses or definitive returns on investment in relation to cloud services.
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Data Protection and Privacy Concerns on Cloud
When your organization’s data is on cloud, what are your data protection and
privacy concerns?

Malicious attack or data stealing
Service availability issues
Data confidentiality issues
Data integrity issues
Legal and compliance violations
Lack of data control (lack of governance)
Lack of audit process
Data archiving and disposal issues
Lack of user access control
Failure of separation of duties

Malaysia stands out as having some of the most robust technical and organizational
cybersecurity measures in place globally. Cybersecurity initiatives require legal instruments
to deal with issues such as cybercrime and data protection; technical standards, frameworks
and initiatives for infrastructure, ICT use and education; and overarching organizational
structures for national ICT and cybersecurity strategies.¹¹ (Refer to Appendix A-Chart 2).
Despite this stringent framework, survey results indicated that legal and compliance
violations, as well as data integrity issues for organizations using the cloud, caused the
second-most concern of issues related to data protection and privacy concerns (70.5 %).

11

Asia Cloud Computing Association | Cloud Readiness Index 2016
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Cloud Service Adoptions Now and in Future
What kind of cloud services has your organization adopted (or would be interested in adopting)
in the near future?
Email and communications

47.06%

Data analysis & intelligence

41.18%

ERP (human resource management)

35.29%

Application development/test environment

35.29%

Big data services

35.29%

Collaboration and content management platforms

29.41%

Marketing tools (e.g. radian6)

23.53%

Data storage

23.53%

Data backup or archiving

23.53%

Disaster recovery

23.53%

Business social media
applications (e.g. WhatsApp)

23.53%

Other (please specify)

23.53%

Mobile devices & applications management

17.65%

IT system management application

17.65%

Customer relationship management
(e.g. Salesforce)

11.76%

Project management

11.76%

Information security management

11.76%

ERP (finance & accounting)
0%

5.88%

5%

10%

15%

20.%

25%

30%

35%

40%

45%

50%

When asked what cloud services they are adopting or are interested to adopt, survey
respondents listed e-mail and communications (47.1%), data analysis and intelligence
(41.2 %), big data services (35.3%) and ERP (35.3%) as the most likely. These results are similar
12
to a report published by CSA in 2015 which sought to understand how IT organizations
(globally) approach procurement and security for cloud services, and how they perceive and
manage employee-led cloud adoption.
Results also imply that organizations are cautious to migrate sensitive data. For example, just
5.9% of respondents said they would use the cloud to store ERP (finance and accounting)
information, and just 11.8% said they would house information related to customer
relationship management, project management and information security management in
the cloud.
12

CSA’s - Cloud Adoption Practices & Priorities Survey Report, January 2015
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Data Types Used / To be Used
Which of the following data types will be used in your deployed or soon to be deployed cloud
service?

Other (please specify)

41.18%

Employee personal information

29.41%

Market information

23.53%

The enterprise internal and
external information communications

23.53%

IT service data

23.53%

Product information

17.65%

Supplier data

11.76%

Salary data

5.88%

Financial data

5.88%

Sales data

5.88%

Customer data

5.88%
0%

10%

20%

30%

40%

50%

When organizations in the survey were asked what data types will be used in deployed (or
soon to-be deployed) cloud services, employee personal information ranked No. 1 on the list
(29.4%). Data related to market information, enterprise internal/external information
communications and IT service data all rated highly as well (23.5% each, respectively). The
data types given the least consideration included salary, financial, sales and customer data
(5.9% each, respectively). Finally, other respondents mentioned customer security scores,
data development and e-mails as data types to be deployed cloud services.
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General and Governance
Risk Assessment Activities
In the past 3 years, what describes the risk assessment activities of your organization?
Performed risk
assessment on the cloud
service by our internal staff

Other (please specify)

5.88%

Only performed
risk assessment on
my organization's IT infrastructure

41.18%

35.29%

Hired individual
third-party to perform
risk assessment on
the cloud service

Requested cloud
provider to supply
risk assessment
on their cloud service

5.88%

11.76%

In the past three years, 41.2% of respondents stated their organizations performed risk
assessment on IT infrastructure behavior that may be attributed to easier accessibility of
organization-owned infrastructure. Conversely, 35.3% of organizations polled stated they
performed risk assessment on their cloud services with internal staff over the past three years.
This may be due to a lack of skills and/or the cost involved.

In the past 12 months, how many security incidents related to cloud have occurred in your
organization?
Not Sure

23.53%

We have never experienced any
Cloud security incidents

11-15 times

5.88%

70.59%

Nearly 71% of survey respondents mentioned that their organizations had not experienced
any cloud security incidents in the past 12 months, and 5.9% (1 respondent) indicated they
had experienced 11-15 cloud security incidents during that time span. Details on these cloud
security incidents are provided in the next section.
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What types of security incidents have occurred in your organization?

Data inaccessibility

20.00%
Other (please specify)

40.00%
Malicious software

20.00%

Data loss

20.00%

Data loss, data inaccessibility and malicious software are the most common security incidents
that occur in the Malaysian FSI sector, according to the survey. Less frequent security incidents
include unauthorized access and services abuse. Although 40% indicated "Other" as their
response, no further insights was gained as respondents did not provide elaboration to this
open-ended question.

Top Cloud Threats
In your opinion, what will be the top cloud threat in your organization?
Lack of security assessments on cloud services provided by CSPs

52.94%

Administrator does not have cloud service relevant expertise
and safety skills

11.76%

Lack of security management leadership

11.76%

Unpatched/un-updated system

11.76%

Lack of user permissions control

5.88%
5.88%

Not sure
0%

10%

20%

30%

40%

50%

60%

A lack of security assessments on cloud services provided by CSPs was viewed as the top cloud
threat for FSI sector, according to 52.9% of those polled for the survey. Based on this result, the
CSA believes there is a lack of necessary knowledge to properly address challenges, and that
organizations may even be unaware when threats do occur. Fewer respondents (11.8%) think
users are easily exploited by phishing because of the lack of security awareness or believe
their administrators do not have cloud service relevant expertise and safety skills (11.8%).
Concerns over unpatched/un-updated systems also registered with survey respondents
(11.8 %).
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Corporate Policies and Procedures
How does your organization address cloud security concerns using corporate policies
and procedures?

Defined cloud service data security and
compliance management policies and procedures,
which are strictly followed by our
project implementation and daily management

41.18%

No defined cloud service data security and
compliance management policies and
procedures, but have recorded and tracked
the execution of the policies and procedures

23.53%

No defined cloud service data security and
compliance regulations were pre-determined

23.53%

Defined cloud service data security and
compliance management policies and
procedures, but have not recorded and
tracked the execution of
the policies and procedures

11.76%

Of the banks surveyed, 41.2% said they have defined cloud service data security and
compliance management policies and procedures that are strictly followed during project
implementation and daily organizational management. Another 23.5% mentioned their
organizations have no defined cloud service data security and compliance management
policies and procedures, but that they have recorded and tracked the execution of the
policies and procedures. Rounding out the survey, another 23.5% mentioned they have no
pre-determined cloud service data security and compliance regulations, and 11.8% stated
their cloud service data security and compliance management is administered in an unofficial
capacity.
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Technology / Process-Related Requirements
Top Measures Used to Address Cloud Security Concerns
Which of the following measures are used by your organization or your cloud service provider
to address cloud security concerns?
Firewall

82.35%

Auditing and logging

76.47%

Intrusion detection system /
intrusion protection system

70.59%

Secure information and
incident management

64.71%

Security information and
event management solutions

64.71%

Storage encryption

64.71%

Transmission encryption

64.71%

Privileged account and
access management tools

58.82%

Data leakage prevention solution

58.82%

VLAN isolation

58.82%

Third-party attack and
penetration testing

58.82%

Vulnerability scanning

58.82%

Data isolation

52.94%

System monitoring services

52.94%

Certify by certification

41.18%

Virtual environments isolation

29.41%

Data classification and labelling

23.53%

Other (please specify)

11.76%

0%
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20%

30%

40%

50%

60%

70%

80%

90%

100%

All respondents expressed that they used measures to address cloud security concerns. The
top three measures include: using firewall as a blocking mechanism (82.4%); auditing and
logging (76.5%) and intrusion detection system / intrusion protection systems (70.6%). The
least popular of all the measures was data classification and labelling, registering a 23.5 %
take-up rate.
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Protecting Data in Transit and at Rest
How does your organization address data in transit and data at rest for your cloud applications?
80%

70.59%
58.82%

60%

58.82%
47.06%
41.18%

40%

35.29%
23.53%

20%

5.88%
0%

Transmission
encryption
(such as TLS/SSL)

Data
access
control

Storage
encryption

Monitoring
and
analysis

Signage of
non-disclosure
agreement

Data
Complete
Other
data
(please specify) desensitization
erasure

Most banks in the FSI sector address data in transit and data at rest in their cloud applications
by transmission encryption (e.g., Transport Layer Security / Secure Sockets Layer). Other
popular methods include storage encryption, data access control and monitoring and
analysis.

Professional and Training
What is the percentage of cloud computing & cybersecurity expertise and skilled personnel in
your IT department?
5.88%
0 - 10%
11 - 20%

23.53%

21 - 50%
Greater than 50%

47.06%

Not Sure

11.76%

11.76%

Nearly half of all survey respondents (47.1%) said 10% or less of the employees working in their
IT departments could be considered cloud computing and cybersecurity professionals.
Additionally, just 23.5% of departments indicated that more than 50% of their IT department
employees could be designated as cloud computing and cybersecurity professionals. This
means that Banks in Malaysia currently do not have many cloud professionals possibly
because of the low level of cloud adoption. They will have to train or recruit more staff as their
cloud adoption efforts ramp up. Given the shortage of cloud professionals worldwide, this may
be an impediment unless a concerted effort is made to develop such professionals in Malaysia.
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Cloud Application Development / Cloud Security Training
Has your organization participated in or organized any cloud application development or cloud
security related training?
58.82%

60%
50%

35.29%

40%
30%
20%

5.88%

10%
0%

No

Yes

Not sure

A majority of survey respondents (58.8%) said their organizations have not participated in or
organized any cloud application development or cloud security related training. Conversely,
35.3% of organizations reported training and development participation/organization. This
points to an urgent need to for the banks to enrol their staff in cloud application development
and cloud security training in order to equip themselves to take advantage of innovations
that are enabled by the paradigm of computing.

CSP Criteria
Satisfaction Rating
How satisfied are you with your cloud service provider with regards to the following?

Information security requirements
IT requirements functions/services of interest
Business requirement

The figures show that banks in Malaysia are mostly satisfied with their CSPs in terms of
adherence to information security requirements, IT requirements functions/services of
interest followed by IT requirements functions/services of interest.
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Which of the following functions or services would you like your CSP to provide?

Data center site audit

76.47%

Enhance transparency, implement
effective audit controls

70.59%

More efficient data encryption tool

70.59%

Incident reporting mechanism

70.59%

Real time log inquiry

64.71%

Forensics and electronic forensics tools

64.71%

Strengthen privacy
protection technology

64.71%

Remote auditing service

58.82%

Clear responsibilities

47.06%

Provide effective solutions for data
classification and grading

41.18%

Clearer systems and tools
for data portability

35.29%

Clearer systems and tools for
service portability

35.29%

Better accountability framework and
supply chain control

35.29%

Other (please specify)

5.88%
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Survey respondents had various opinions concerning which functions and services they
would like CSPs to provide. The top four included: data center site audits; an enhancement of
transparency and implementation of effective audit controls (to improve collaboration
between auditor and auditee); and an increase in the availability of more efficient data
encryption tools and incident reporting mechanisms. Comparatively, other functions (such
as clearer systems and tools for data and service portability) were less preferred. This may be
due to the banks' less than sophisticated use of cloud at this juncture, thus less able to
appreciate the need for data and service portability.
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Concerns While Selecting CSP

What are your concerns while selecting a cloud service provider?
Safety (hold authoritative security certification and
an auditable overall management and control)
Reliability (high availability and
minimize the impact on the business)
Stability (strong capital investment and
good profit growth trend)
Price (deployment and operating costs are
lower than other similar services)
Service (accurate, fast, focus on
meeting customers’ requirements)
Flexibility (modify product in a timely
manner to fulfil customer requirements)
Credibility (trusted brand and
good reputation in the market)
Compatibility (association with mainstream
applications and systems)
Transparency (clear billing table and
detailed financial report)
Function (simple, easy to understand
the characteristics and processes of products)

The top concerns when choosing a CSP included safety (to hold authoritative security
certification with an auditable overall management and control); reliability (in high
availability while minimizing the impact on business); and stability (in strong capital
investment and good profit growth trend). Alternatively, functionality (simple along with the
ease to understand the characteristics and processes of products) registered as the least
relevant concern. While all the concerns listed by the respondents are important, but when it
comes to long-term partnerships, CSPs that understand broader industry trends and evolving
customer needs are better positioned to continually innovate and deliver greater value.
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Standards / Certifications
When choosing a cloud service provider, which are the standards and certifications you will
pay attention to?
ISO 27001 (ISMS)
ISO 22301 (UK.AS)
SOC(SSAE)
STAR(CSA)
Web Trust, SysTrust (AICPA/CICA)

Most survey respondents said they pay considerable attention to international standards
(such as ISO 27001:2005/2013) when selecting a CSP. The relevance of ISO to FSI is the same as
other CSP certifications and, while not specifically relevant to FSI sector, can be indicative of
the application of industry best practices. The FSI sector should also take into consideration
Service Organization Control Reporting, ISO 22301 and CSA STAR. Service Organization
Control Reporting is the same as the SOC SSAE 16 Reporting Standard. The latter is considered
as SOC 2 while WebTrust/SysTrust are considered as SOC 3 reports. For detailed information
see: http://www.ssae-16.com/at-101/soc-3-report-webtrust-and-systrust/. It should be
noted that the only FSI-relevant standard would be PCI DSS.

Top Cloud Adoption Service Requirements
What service your organization requires the most when you are adopting the cloud?
Risk assessment and continuous risk management
against the cloud provider

Select the most suitable cloud service provider according
to the characteristics and needs of my organization

Overall cloud computing planning
and implementation

Migration and the implementation of the existing
system operation management against the cloud provider

When adopting cloud services, the capacity for risk assessment and continuous risk
management against CSPs is the No. 1 service required by FSI sector in Malaysia. The selection
of the most suitable CSP, according to the characteristics and needs of the organization, ranked
second. Many CSPs follow a risk assessment framework to evaluate the security to the threats
presented when specific applications are migrated to the cloud. These frameworks help to
define a consistent, systematic and holistic decision making process for future cloud-related
investments that is customized to the specifics of any organization and operational model.
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Demographics
Organizational Scale
What is your level of responsibility In your organization?
COO
Other (Please Specify)

11.76%

17.65%

IT Security Director

CIO

11.76%

23.53%

IT Director

VPs

20.41%

5.88%

The individuals responding to this survey reflected a myriad of company positions, including
chief operating officer (COO), chief information officer (CIO), vice president (VP), IT director
and IT security director. All respondents were qualified to provide feedback.

Average Annual Revenue (in USD) in Past Three Years
During the past 3 years, what is your organization's average gross annual revenue?
4 – 8 billion

5.88%

Less than 1.5 million

11.76%

11.76%
2 – 4 billion

7 – 15 million

11.76%

15 – 30 million

5.88%
30 – 60 million

5.88%
960 million – 2 billion

60 – 120 million

29.41%

5.88%
120 – 240 million
240 – 480 million

5.88%

5.88%

Banks of all sizes are well represented, with 29.4% of respondents having up to $2 billion in
average gross annual revenue.
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Appendix A

Table 1 - ACCA's CRI 2016
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Chart 1- ACCA's CRI 2016: Government Regulatory Environment and Usage

Chart 2 - ACCA's Cloud Readiness Index 2016: Cybersecurity
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