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INTRODUCTION
CLOUD SECURITY ALLIANCE’S CLOUD CONTROLS MATRIX (CCM)
The Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM) provides fundamental security principles
to guide cloud vendors and cloud customers seeking to assess the overall security risk of a cloud service.
The CSA CCM provides a detailed controls framework that is aligned with Cloud Security Alliance’s
Security Guidance in 16 domains.
The Cloud Security Alliance’s Cloud Controls Matrix includes mappings to other industry-accepted
security frameworks (such as the ISO 27001/27002, ISACA COBIT, PCI, NIST, AICPA TSP, FedRAMP and
ENISA IAF), augmenting context for service organizations and attestations provided by cloud providers.
The mappings are primarily conducted by CCM Working Group volunteers or provided to CSA by thirdparty organizations.

CLOUD CONTROLS MATRIX (CCM) MAPPING METHODOLOGY
The objective of this document was to create design- and guideline-yielding repeatable mapping
consistency, providing continuity for members and volunteers who seek to support the CCM framework
and its activities.
This document describes the CSA CCM mapping process, which aims to fulfill four primary functions:
1. Provide clarity and transparency regarding the CSA CCM Working Group’s mapping approach,
guidelines and naming conventions;
2. Encourage process review and improvement suggestions by the CSA community;
3. Yield a valuable reference for organizations—especially those seeking to benefit from and
contribute to interoperable efforts by mapping their frameworks to the CCM;
4. Improve assessor criteria understanding and interpretation of all mapping processes through
criteria mapping exercises.

MAPPING AND REVERSE MAPPING
MAPPINGS—CCM AS BASE TO OTHER TARGET
Each control (criteria) in the CCM is initially matched to a control(s) in another framework to make
an equivalency determination. This approach considers which CCM criteria are associated with the
criteria in other established frameworks—and to what degree they are equivalent to each other—
thus, estimating the extent of new efforts necessary to incorporate other frameworks (using the CCM
as a base).
REVERSE MAPPINGS—OTHER TARGET AS BASE TO CCM
Conversely, a reverse mapping uses another framework as the initial base to find equivalent controls
addressed in the CCM. In a reverse mapping exercise, each control in the candidate framework is
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accounted for in the CCM (whenever possible). The base framework/starting point used in a reverse
mapping exercise is the candidate framework.
Besides the shift in perspective, all other processes—such as the mapping processes, gap analysis
and integration of new requirements—remain the same.
REPORTING GAP IDENTIFICATION AND ANALYSIS
Gap summaries identify full gaps and partial gaps. Full gaps are specific criteria (controls) not included
in another framework. Partial gaps include similar criteria (controls) that exist but do not fully match.
A completed gap analysis can help inform planning efforts related to determining the appropriateness
of extending existing compliance documentation to match another framework.
For the purposes of the CCM, a “gap analysis” specifically lists and explains the gaps between controls in the
CCM and another framework.

METHODOLOGY
PROJECT MANAGEMENT
The project management section of this document pertains primarily to the CSA CCM Working Group that
will lead the volunteer-based mapping projects between CSA’s Cloud Controls Matrix and other frameworks.
There are four main phases of this process: preparation, execution, peer review and publication.
PREPARATION
Initial preparatory actions and decisions should be taken, and this phase should only involve CSA
analysts, the CCM Working Group co-chairs, and the potential leaders of the mapping project. The CCM
Working Group volunteers are not involved at this stage. During this phase, multiple aspects should
be well-defined to ensure this group experiences smooth project execution. For instance, the project’s
scope, execution instructions, leadership, and work packages should all have been clearly articulated
and created by the conclusion of the preparatory phase.
The preparation phase includes the following objectives:
1.
2.
3.
4.
5.

Determine leadership
Create work package
Determine project scope, objective and timeline
Clearly identify frameworks to be mapped
Identify volunteers
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EXECUTION
During this period, the actual work of mapping and/or gap analysis is conducted. This phase should
involve clear communication between project leaders and volunteers/project team members who
are conducting mapping (e.g., the distribution of instructions, deadlines, work packages, required
frameworks and other materials). Communication methods used by the project leaders may include
kick-off calls, e-mails or the utilization of project software (e.g., Basecamp).
The execution phase includes completion of the following objectives:
1. Controls mapping
2. Gap identification
3. Gap analysis
PEER REVIEW AND PUBLICATION
Individuals involved in these final two phases should directly consult the CSA’s “Research Lifecycle”
document for CCM-related topics (https://cloudsecurityalliance.org/research/#_research-lifecycle).
During the publication phase, the “Naming References” (Chapter 3) should be consulted to ensure
that consistent mapping references and syntax are used. Conforming to these accepted standards will
ensure seamless integration into CSA’s Cloud Controls Matrix and STARWatch.

WORK PACKAGES AND TASKS
For the CCM Mapping Project to be successful, the work packages must have quality content. Wellconstructed work packages will provide volunteers and project members with a clear, concise idea on
what is expected of them when conducting the mapping. Ideally, this clarity will reduce any potential
challenges when it comes to integrating the new mappings to the CSA Cloud Controls Matrix.
The mapping work package should be created in advance of a mapping exercise, and include the
following components:
1. Mapping Work Package
a. Controls mapping
b. Gap identification
c. Gap analysis
When creating the work package, it is essential to use the most recent CCM version for the project
(https://cloudsecurityalliance.org/group/cloud-controls-matrix/#_overview).
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Example Work Package:
A mapping and gap analysis work package to facilitate a mapping of ISO 27002 to the Cloud Controls
Matrix v3.0.1. The work package provides instructions in cells “D5,” “E5,” “F5” and “G5.” To complete the
exercise, follow the instructions and complete columns from left to right starting from column “D” and
ending with column “G.”

MAPPING PROCESS AND COMPLETENESS
The main objective of the mapping process is to map controls from one framework to another and
identify a semantic equivalence between controls. The evaluation of semantic equivalence can be
achieved through a comparison of controls in the CSA Cloud Controls Matrix to another framework’s
controls. Elements that can be used to make such an evaluation include:
1. Matching domain names;
2. Matching security control names;
3. Matching security control requirements and keywords in both the other framework and the
CCM. Each security-related keyword found in a control requirement of the other framework
should be investigated to determine if a key word of semantic equivalence exists in the CCM;
4. Content matching between security controls identified in both frameworks. This approach
considers content in a more thorough manner and successful matches are not as easily
identifiable as the keyword search approach.
A mapping that is semantically equivalent refers to a scenario when two or more controls between
different frameworks completely cover each other in terms of scope. These controls are said to be
semantically equivalent to each other.

GAP IDENTIFICATION AND ANALYSIS: NO GAP, PARTIAL GAP AND
COMPLETE GAP
Depending on the scope and objective of the project, a gap identification and analysis might also be
conducted for remaining items that were not considered equivalent after the initial mapping. A gap
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identification is essentially an analysis ( of two or more frameworks) that seeks to determine the level of
semantic equivalence between frameworks. During the gap identification process, three potential cases
are considered: no gap, partial gap and full gap. To identify which of those three scenarios apply, the
following must be considered:
1. No gap: For a specific CCM control and its requirements, there is an equivalent control or set of
controls (in the candidate framework) that fully satisfies the requirements of a corresponding
control in the CCM.
2. Partial gap: For a specific CCM control and its requirements, there is a control or set of controls
(in the candidate framework) that do not fully satisfy the requirements of the corresponding
control in the CCM. In order for the “partial gap” case to hold, there should be at least one
control in the candidate framework that is of semantic equivalence to a requirement in the
CCM control. The relevant control(s) in the candidate framework should then be cited in the
work package.
3. Full gap: For a specific CCM control and its requirements, there is no control or set of controls
(in the candidate framework) that is of semantic equivalence. Essentially, this means that the
CCM control is completely unaddressed by any control in the candidate framework.
Furthermore, a gap analysis provides indicators on how much effort may be necessary to bridge gaps
between required frameworks.
These instructions should be reflected in the work package that is distributed to the volunteers. The
example provided (see attached image)is a completed work package for a reverse mapping and gap
identification of the ISO/IEC 27002:2013 11.1.1 Physical Perimeter Security control to the CCM.
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NAMING REFERENCES
In order to create consistency in CCM mappings, it is useful to establish a set of referencing guidelines
and recommendations. Stakeholders working on all CSA CCM mappings should adhere to the framework
outlined below.

RULES AND RECOMMENDATIONS
In the following, “SHOULD” and “MUST” are to be interpreted as described in Request for Comments
(RFC) 2119.
RULE 1
A reference MUST be constructed as a combination of one or more of the following elements:
•• Letters, in lowercase or uppercase
•• Decimal digits
•• The hyphen/minus character (U+002D)
•• The full stop sign (U+002E)
•• The left parenthesis (U+0028)
•• The right parenthesis (U+0029)
•• The space character (U+0020), as long as it is both preceded and followed by a letter or digit
Examples
•• Correct:
-- “A1.2”
-- “1.4.5(3)”
-- “Annex 1-a”
•• Incorrect:
-- “A1,7” (contains a comma)
-- “1:7” (contains a column)
-- “1. 2” (contains a space not preceded by a letter or digit)
RULE 2
Any space character (U+0020) that appears before or after a reference is ignored.
Examples
The following references are all considered equivalent:
•• “6.4”
•• “ 6.4”
•• “6.4 ”
RULE 3
When two or more references are combined together in an Excel spreadsheet cell, they MUST be
separated by either:
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••
••

Putting each reference on a distinct line.
Separating each reference with a semicolon (U+003B)

Examples
To combine references to 6.3.1 and 6.3.2:
•• Correct:
6.3.1; 6.3.2
6.3.1
6.3.2
••

Incorrect
6.3.1; 6.3.2
6.3.1, 6.3.2
6.3.1-2
6.3.1,2
6.3.1 and 6.3.2

RECOMMENDATION 1
In a reference, the full stop sign (U+002E) SHOULD be used to distinguish chapters/sections/subsections.
Examples
Use “A.1.2” for Annex A, section 1, subsection 2, and avoid “A-1.2” or “A1.2”.
RECOMMENDATION 2
For a given framework, all references SHOULD use a consistent naming convention for chapters, sections,
subsections and paragraphs.
Examples
•• Consistent naming:
-- “Annex A 1.3”
-- “Annex A 1”
-- “Annex A 2.3.5(c)”
•• Inconsistent naming:
-- Change of punctuation:
• Annex A 1.3
• Annex A.1.1
• Clause 4.2.3 e)
• Clause 4.2.5b
-- Removal of keyword:
• Clause 6.1
• 6.4.3
• Annex A.1.3
• A.1
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--

Addition of punctuation:
• PA12
• PA-13

RECOMMENDATION 3
The content of the text being referenced SHOULD NOT be part of a reference.
Examples
•• Good:
-- “AR-7”
•• Bad:
-- “AR-7 The organization designs information systems to support privacy by automating
privacy controls.”
RECOMMENDATION 4
The content of the text being referenced SHOULD NOT be part of a reference.
Examples
Avoid mixing “Annex A”, “annex A” and/or “annex a”.

CONCLUSION
This Methodology for the CSA CCM Mapping Project document was created to provide more clarity
on the mapping process. Subject matter included details on typical mapping strategies—such as the
creation of work packages, outlining different gaps and identifying naming references—to ensure that
CCM mappings are machine-readable and consistent.
This document will be published with downloadable sample work packages that can be used as a
reference for future mapping projects. CSA will continue updating and improving this document as CCM
matures, so please feel free to send any feedback to research-support@cloudsecurityalliance.org.
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DEFINITIONS
TERMS
Candidate Framework

Refers to any recognized set of evaluation criteria (e.g.,
standard, regulation, or code-of-practice), whether international
or local, technology or industry-specific frameworks.

Domain

A set of related security controls categorized into a specific
topic. For example, the CSA Cloud Controls Matrix (CCM) topics
relate to the 14 CSA Domains1.

Full Gap

A similar criteria (control) does not exist in the other
framework.

Gap Analysis

Mapping(s)

No Gap

Partial Gap

1

DEFINITIONS

The breakdown of additional indicators and efforts needed to
bridge a control requirement from one framework to another.
CCM controls individually referenced to a non-CCM framework.
A mapping can be one-to-one or one-to-many.
The relevant control requirement in one framework is fully
equivalent to another framework.
Controls in two frameworks are similar, but not fully equivalent.

Reverse Mapping

The same as mapping, except the starting point is a non-CCM
(candidate) framework rather than the CCM.

Semantic Equivalence

When security controls between two frameworks are
determined to share the same meaning, based on context (to
how they were written and categorized).

Security Controls

Security controls are technical or administrative safeguards
or countermeasures to modify information security risk to an
organization.

https://cloudsecurityalliance.org/download/security-guidance-v4/
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